Modelgen:

Mining Explicit Information Flow
Specifications from Concrete Executions

Lazaro Clapp, Saswat Anand, Alex Aiken

Stanford University




Why mine specifications?
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e Native code
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Options: Best-case
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Options: Worst-case
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Options: Specifications

* Slight over-approximation
* Manually written

« Effort intensive®

* Our system (STAMP):

Models for |,I 16 methods, written over 2 years
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Information flow specifications
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Information flow specifications

SocketChannel socket
CharBuffer buffer = ...;
CharsetEncoder encoder =

TelephonyManager tMgr = ...;

String mPhoneNumber = tMgr.getLinelNumber();
CharBuffer bl = buffer.put(mPhoneNumber,0,10);
ByteBuffer bytebuffer = encoder.encode(bl);

socket.write(bytebuffer);
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Information flow specifications

SocketChannel socket = ...;
CharBuffer buffer = ...;
CharsetEncoder encoder =

TelephonyManager tMgr = ...;

String mPhoneNumber = ();

CharBuffer bl = (mPhoneNumber,0,10) ;

ByteBuffer bytebuffer = (b1);
(bytebuffer);




Information flow specifications

TelephonyManager.getLinelNumber()
#PHONE _NUM -> return

SocketChannel socket
CharBuffer buffer = ...;
CharsetEncoder encoder =

TelephonyManager tMgr = ...;

String mPhoneNumber = tMgr.getLinelNumber();
CharBuffer bl = buffer.put(mPhoneNumber,0,10);
ByteBuffer bytebuffer = encoder.encode(bl);

socket.write(bytebuffer);

#PHONE _NUM -> mPhoneNumber



Information flow specifications

TelephonyManager.getLinelNumber()
#PHONE _NUM -> return

SocketChannel socket = ...;
CharBuffer buffer = ...;
CharsetEncoder encoder = ...; CharBuffer.put(String,int,int)
TelephonyManager tMgr = ...; arg#l -> this
arg#l -> return
this -> return
String = tMgr.getLinelNumber();
CharBuffer bl = buffer.put( ,0,10);

ByteBuffer bytebuffer = encoder.encode(bl);
socket.write(bytebuffer);

#PHONE _NUM -> mPhoneNumber -> bl



Information flow specifications

TelephonyManager.getLinelNumber()
#PHONE _NUM -> return

SocketChannel socket = ...;
CharBuffer buffer = ...;
CharsetEncoder encoder = ...; CharBuffer.put(String,int,int)
TelephonyManager tMgr = ...; arg#l -> this
arg#l -> return
this -> return
String - tMgr.getLinelNumber(); CharsetEncoder.encode(CharBuffer)
arg#l -> return
CharBuffer = buffer.put( ,0,10);

ByteBuffer bytebuffer = encoder.encode( );
socket.write(bytebuffer);

#PHONE _NUM -> mPhoneNumber -> bl -> bytebuffer



Information flow specifications

TelephonyManager.getLinelNumber()
#PHONE _NUM -> return

SocketChannel socket = ...;
CharBuffer buffer = ...;
CharsetEncoder encoder = ...; CharBuffer.put(String,int,int)
TelephonyManager tMgr = ...; arg#l -> this
arg#l -> return
this -> return
String - tMgr.getLinelNumber(); CharsetEncoder.encode(CharBuffer)
arg#l -> return
CharBuffer = buffer.put( ,0,10);
ByteBuffer = encoder.encode( );

socket.write(

)5

SocketChannel.write(ByteBuffer)
arg#l -> !INTERNET

#PHONE _NUM -> mPhoneNumber -> bl -> bytebuffer -> !INTERNET
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* Sequence of recorded operations between
method entry and return.



Definition:

* Sequence of recorded operations between
method entry and return.

* Including calls to other methods.



o.m{(argl, arg2):
t = argl ® arg2

ol = o.f
02 = ol.g
03 = 0.8
o2.f = t

return o
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o.m{(argl, arg2): Spec:
t = argl ® arg2 argl->this
ol = o.f arg2->this
02 = ol.g
this->return
03 = 0.8
o2.f = t argl->return

return o arg2-> return



Example: Initialization

o.m(argl,arg2): ret=o0.m(argl, arg2)
t = argl @ arg2 ‘ ‘ O
ol = o.f
02 = ol.g
03 = 0.8
02.f = t

return o



Example: Taint propagation

o.m{(argl,arg2): ret=o0.m(argl, arg2)
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02 = ol.g ¢
03 = 0.8 t
o2.f = t

return o
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Example: Store

o.m{(argl,arg2): ret=o0.m(argl, arg2)
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Example: Store

o.m(argl,arg2): ret=o0.m(argl, arg2)
t = argl ® arg2 O O
ol = o.f
02 = ol.g
03 = 0.8
02.f = t
return o

this <- argl this <- arg2

-0 0-0



Example: Store

o.m(argl,arg2): ret=o0.m(argl, arg2)
t = argl ® arg2 O O
ol = o.f
02 = ol.g
03 = 0.8
02.f = t
return o

I : Information flow
goes in the opposite direction
this <- argl this <- ar&Z) of reachability

-0 0-



Example: Store
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Example: Store

o.m(argl,arg2): ret=o0.m(argl, arg2)
t = argl ® arg2 O O
ol = o.f
02 = ol.g
03 = 0.8
02.f = t
return o

this <- argl this <- a
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Example: Store

o.m(argl,arg2): ret=o0.m(argl, arg2)
t = argl ® arg2 %
ol = o.f
02 = ol.g
03 = 0.8
02.f = t
return o
this <- argl this <- a return< thls return< argl return<-arg2
0-® 6-0 =@ =0



Example: Store

ret o.m{(argl, arg2)

Spec:
®@ O

argl->this K
arg2->this

this->return

argl->return
arg2-> return



Merging specifications

r = max (argl, arg2)

@ O



Merging specifications

r=max( 5 , 3 ) Y |
‘ O return<-argl  lrace |



Merging specifications
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O return <- argl Trace |
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Merging specifications

r=max( 5 , 3 ) Y |
‘ O return<-argl  lrace |

r=max( 2 , 7 ) e @)
‘ O return<-arg2  Irace ||

r=max (argl, arg2 ) =@ ) =0

‘ O return <- argl return <- arg2




Notes and gotchas

* Native code / instrumentation holes
* Arrays, threading, exceptions
* Method calls (and recursion)

e Etc.
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ABSTRACT

We present a technigue to mine explicit information How
specifications from conerete executions. These specifications
can be consumed by a static taint analyzsis, enabling static
analysis to work even when method definitions are missing
or portions of the program are too difficult to analyee stat-
ically (e.g.. due to dynamie features such as reflection). We
present an implementation of our technigue for the Android
nlatorm. When combared to a cet of mamnally writton coeee—

of the framework. However, there are at least four problems
that make the analysis of framework code challenging. First,
a very precise analyvsis of a ramework may not scale because
most [rameworks are very large. Second, framework code
may use dynamic language features, such as reflection in
Java, which are difficult to analyze statically., Third, frame-
works typically use non-code artifacts (e.g., configuration
filez) that have special semantics that must be modeled for
accurate results. Fourth, frameworks usually build on ab-



Experiments and results
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Experiment |: Man vs Machine

309 methods, 51 classes
&

79.14% Recall vs Total (TP) 97.12% Recall vs Total (TP)
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Experiment Il: STAMP

* 242 apps (Google Play)
* Base: 3.08 flows (x app)

* Modelgen: 4.07 flows (x app)
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Conclusions and related work



* Platform code specifications
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* Dynamic analysis > manual effort (sometimes)



* Platform code specifications
* Dynamic analysis > manual effort (sometimes)

* For IF Specs: > 97% precision and recall
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https://bitbucket.org/lazaro clapp/droidrecord
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